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Executive Summary  
When storage performance is critical, Solid State 
Drives (SSDs) are often called upon to get the job 
done. With their ability to far exceed the 
performance and total cost of ownership metrics of 
Hard Disk Drive (HDD) solutions for write-intensive 
enterprise applications, SSDs have been the storage 
medium of choice for several years.  

The disadvantage of SSDs has historically been their 
high cost. When first introduced for enterprise 
applications, Single-Level Cell (SLC) flash was 
exclusively used due to its inherent high endurance 
capability.  

The recent introduction of slightly lower cost 
enterprise grade Multi-level Cell (E-MLC) based 
SSDs for mainstream enterprise applications and 
much lower cost standard MLC based SSDs for read-
intensive applications has increased enterprise 
adoption. A large gap has yet to be filled with a 
solution that combines the lowest cost MLC flash 
with the endurance, performance and reliability 
required to meet the needs of a wide array of 
enterprise applications.  

 

 
Figure 1: Enterprise SSD Adoption Gap 

SLC and E-MLC based solid state drives are too 
costly for price sensitive applications. The native 
endurance of standard MLC drives makes them 
unsuitable for applications that require more than a 
modest amount of writes. Widespread adoption will 
only occur when the low cost of MLC flash can be 
combined with the high endurance and reliability of 
SLC flash. 

 
In 2011, Gartner Group predicted that with the 
addition of ‘cloud storage’ requirements, the 
growth rate of data storage on SSDs in the 
enterprise would be more than 116% through 2015. 
Key to this growth will be SSD solutions that are 
optimized for cost, performance, endurance and 
reliability.  

 

Figure 2: Enterprise Storage Growth 

SMART Storage Systems’ GuardianTM Technology 
Platform combines the cost effectiveness of MLC 
flash with the extended endurance, high reliability 
and high performance necessary to meet the 
demanding requirements of a host of enterprise 
applications that can’t be adequately served by off-
the-shelf SSD solutions.  

The Guardian Technology Platform includes 
powerful flash management techniques that  

• Extend the native endurance of MLC flash to 
deliver up to 25 full random drive capacity 
writes per day and 

• Enhance the reliability of MLC flash  

This white paper provides an overview of the 
enterprise storage market, describing the downside 
of continued use of HDD technology and how SSD 
technology is now positioned to go ‘mainstream.’  
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Enterprise Storage – The HDD 
Dilemma 
Managing the cost of storage growth continues to 
be one of the major challenges faced by IT 
organizations. This cost is often compounded by the 
ways that storage devices must be used to achieve 
performance.  

For example, a technique known as “short stroking” 
is used to minimize latency and increase the rate at 
which data is transferred to and from Hard Disk 
Drives (HDDs). Short stroking is typically required to 
achieve the performance levels necessary for 
transaction-intensive applications such as Online 
Transaction Processing (OLTP), web servers and 
databases.  

Short stroking restricts the placement of data on 
HDDs to a limited number of ‘outer’ cylinders and 
often limits the usable capacity of the drive to 
between 10% and 20% of its rated capacity. This 
‘HDD dilemma’ (the tradeoff of capacity to achieve 
performance) is inefficient not only from a cost/ 
usable GB perspective, but also from a cost of 
ownership point of view where power, cooling and 
maintenance are taken into consideration1. 

Short stroking a 2.5 inch, 15,000 rpm, 300GB 
enterprise HDD to 20% of its raw capacity can drive 
its price on a $/GB basis from just over $1/GB when 
measured on a raw capacity basis to well over 
$6/GB when measured on a usable capacity basis.  

SSDs in the Enterprise 
The development of previous generations of solid 
state drives involved complex, mutually exclusive 
tradeoffs among several key attributes such as 
performance, price, endurance and reliability. For 
example, designers had to choose between single-
level cell (SLC) and multi-level cell (MLC) NAND flash 
technologies. While MLC flash is better suited to 
replace HDD-based solutions due to its cost-

                                                           

1 The Solid State Storage Initiative provides a TCO Calculator 
and white paper at 
http://www.snia.org/forums/sssi/programs/TCOcalc 

effectiveness, it has two characteristics that have 
limited its acceptance in enterprise storage 
systems:  

• Limited endurance – the Program/Erase (P/E) 
cycle capability of MLC flash is typically 1/20 
that of SLC flash; 

• Reduced reliability – the low voltage thresholds 
between MLC states cause more errors than 
SLC. 

These inherent limitations of MLC flash limited the 
use of early MLC-based storage devices to 
applications such as media players, phones, 
cameras, and PCs as they were deemed 
unacceptable for enterprise applications. 

To make matters even more challenging, as NAND 
flash manufacturers reduce the die size of their 
chips to achieve higher densities and lower costs, 
the Bit Error Rate (BER) of the flash increases, 
making it more difficult to integrate them into 
products suitable for use in enterprise applications. 

Figure 3: Increasing Error Rate 

Numerous articles have been written about the role 
of SSDs in enterprise computing. While SLC-based 
drives are being used in the enterprise today, their 
high price has limited them to niche roles such as a 
cache front-end to HDD storage for ‘hot data’ (such 
as database indexes) and very high performance 
applications where a more cost-effective solution is 
simply not available. Lower cost MLC-based SSDs 
have also found their place in the enterprise as boot 
drives and read intensive applications, such as cloud 
computing. The disparity between the inherent 
capabilities and cost of SLC and MLC flash has left a 

http://www.snia.org/forums/sssi/programs/TCOcalc
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large chasm between these two segments of 
applications, SSDs just didn’t fit.  

The SSD vendor dilemma – can the more cost-
effective MLC technology be made enterprise 
ready, both now and in the future? 

A New Generation of SSDs 
Significant improvements have been made in both 
the understanding of MLC flash and in the 
technology that ‘surrounds’ MLC in solid state 
storage products. For example, SMART Storage 
Systems was the first to offer SSDs using ‘enterprise 
grade’ MLC (E-MLC).  

The native endurance of E-MLC flash is typically in 
the range of 30,000 P/E cycles which is 6-10x higher 
than ‘standard’ MLC flash with an endurance rating 
in the range of 3,000-5,000 P/E cycles.  

While E-MLC doesn’t achieve the 100,000 P/E cycle 
endurance rating of SLC NAND flash, it is an 
appropriate solution for many enterprise 
applications due to its lower cost when compared 
to SLC flash and its higher endurance when 
compared to MLC flash. 

 

However, the increased endurance of E-MLC flash 
comes at a higher $/GB cost than commercial MLC. 
So, while SSD adoption increased due to the use of 
E-MLC, there continued to be a vast number of 
mainstream enterprise applications that could only 
be reached with an even lower cost MLC solution.  

SSD vendors employ a variety of methods including 
wear leveling, error correction and sparing to 
increase the storage reliability, data integrity and 
endurance of their drives. The key factors limiting 
the use of MLC in enterprise applications has been 
the default settings and inherent characteristics of 
the NAND flash and the SSD controller. 

More work was needed to develop the techniques 
necessary to build an MLC-based SSD with the 
endurance, reliability and performance required for 
use in demanding mainstream enterprise 
applications.  

SMART’s Guardian Technology Platform represents 
a quantum improvement way that MLC flash is used 
and has created a new generation of enterprise 
worthy MLC-based SSDs that are optimized for 
mainstream enterprise applications. 

Figure 4: The Hard Time Ahead for Enterprise Hard Drives 
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Guardian™ Technology Platform 
SMART’s Guardian Technology Platform is an 
innovative suite of Intellectual Property aimed at 
enhancing the endurance and reliability of MLC 
NAND flash.  

Winner of the “Best of Show” award at the 2011 
Flash Memory Summit, the Guardian Technology 
Platform provides storage and server OEMs and IT 
managers with an enterprise SSD solution that 
allows them to meet the needs of ever-increasing 
performance at an affordable cost. 

SMART’s new Guardian Technology Platform: 

• Significantly extends the native endurance of 
MLC flash based SSDs to deliver up to 50 full 
drive capacity-writes/day for 5 years – required 
by demanding enterprise applications; 

• Provides superior data integrity by protecting 
user data from corruption at all points in the 
drive and from loss in the event of page or block 
failures in the flash; 

• Protects against data loss in the event of 
unexpected power interruptions;  

• Delivers industry-leading performance at a 
value point that will accelerate SSD adoption in 
the enterprise. 

The Guardian Technology Platform is composed of 
three components: FlashGuard™, EverGuard™ and 
DataGuard™: 

• FlashGuard includes innovative technologies 
developed by SMART to reliably extract 
significantly more usable life from MLC flash 
than provided by the standard specifications 
published by NAND manufacturers; 

• DataGuard provides full data path protection 
ensuring that user data will be safe throughout 
the entire data path, and provides the ability to 
recover data from failed page and NAND blocks; 

• EverGuard prevents the loss of user data during 
unexpected power interruptions.  

FlashGuardTM Technology 
FlashGuard lies at the heart of SMART’s innovative 
Guardian Technology Platform and was developed 
to extract higher endurance from MLC flash, 
allowing SMART to offer enterprise class MLC-based 
SSDs with a 5-year warranty at usage rates of up to 
50 full drive writes per day. FlashGuard 
incorporates two important technology 
breakthroughs in the area of flash and SSD system 
management – Aggregated Flash Management and 
Advanced Signal Processing. 

Aggregated Flash Management 

SSDs that use commercially available MLC flash that 
is specified at 3,000 P/E cycles and standard flash 
management techniques deliver approximately 0.75 
capacity writes per day. This level of endurance is 
considered woefully insufficient for mainstream 
enterprise-class workloads. 

SMART’s innovative Aggregated Flash Management 
technology prolongs the life of SSDs by treating all 
flash elements in the SSD as a system instead of as a 
collection of discrete elements. Aggregating the 
management of the flash over multiple pages within 
a block and over multiple blocks within the SSD 
reduces the limitations imposed at the page and 
block levels, thus extending the useful life of the 
drive.  

As manufactured, flash elements exhibit different 
‘strength’ or performance capabilities based on 
their physical and chemical makeup, manufacturing 
process variations, and other variables. The 
performance capability of stronger flash cells can be 
many times that of weaker cells. Traditional SSDs 
employ a flash management technique known as 
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wear-leveling that evenly distributes writes to all 
flash elements. This results in the “Component 
Level Endurance” shown in Figure 5 which is limited 
by the strength of the weakest flash elements. This 
equal distribution of writes to each flash cell 
guarantees that specific cells don’t get written more 
than others, but does not optimize the use of the 
flash. FlashGuard treats each cell individually 
thereby maximizing the effects of stronger flash 
elements (i.e. those that exhibit higher performance 
capability) while minimizing the effects of weaker 
elements. The capability of FlashGuard to 
distinguish between and take advantage of flash 
elements at the cellular level extends the 

endurance of solid state drives to the “SSD Level 
Endurance” shown in the following figure.   

Figure 5: Increased SSD Endurance  

Advanced Signal Processing 

During the design of the drive, an in-depth 
characterization of the flash is performed to 
establish the optimal flash operating parameters 
that will result in minimal wear. These operating 
parameters are programmed into the drive at the 
time of manufacture. However, because different 
applications exercise flash in different ways, merely 
setting the operating parameters at the time of 
manufacture is insufficient to extract maximum 
endurance from the flash. Advanced Signal 
Processing technology is used to continually 
monitor the flash and collect detailed statistics of its 
performance. This information is used to 

dynamically adjust the flash operating parameters 
to attain maximum endurance from the drive 
throughout its operational life. 

To further extend the useful life of the drive, 
FlashGuard incorporates a proprietary enhanced 
error correction technology that corrects more data 
errors than is possible with standard error 
correction schemes. 

DataGuardTM Technology 
DataGuard technology protects all user data while it 
transitions through and while it is at rest within the 
drive.  

This full-data-path protection ensures that user 
data will be safe from undetected electrical and 
firmware failures across all points in the drive, 
providing an equivalent level of protection to DIF/PI 
(data integrity field/protection) information without 
the burden of added host functionality.  

DataGuard also includes a cross-die data 
redundancy feature called F.R.A.M.E. (Flexible 
Redundant Array of Memory Elements) that enables 
the recovery of user data in the event of 
catastrophic events such as flash page or block 
failures.  

EverGuardTM Technology 
High performance SSDs typically rely on volatile 
(generally Random Access Memory) write cache to 
overcome the inherently low write performance of 
NAND flash. One risk of using this type of write 
cache is the possibility of user data loss during 
power interruptions; an unacceptable risk in 
enterprise applications. Drives that use write cache 
must therefore provide a reliable means of 
transferring user data from the cache to flash in the 
event of an unexpected power loss. 

EverGuard technology includes an array of high-
reliability solid-state capacitors that act as an 
independent power supply for the drive during 
power interruptions and ensures that all user data 
is transfered from the write cache to the flash. The 
use of high-reliability discrete capacitors is an 
important feature of EverGuard because their 
ability to hold a charge doesn’t degrade over time 
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or at elevated temperatures unlike electrolytic 
Super Capacitors which can degrade and leave user 
data at risk. 

Enterprise SSDs – At the Inflection 
Point 
Industry analyst projections suggest that the market 
for Enterprise SSDs is at an inflection point:  

• Advances in flash management, such as 
SMART’s Guardian Technology Platform, have 
put MLC NAND flash technology ‘in play’ for 
mainstream enterprise solutions, bringing the 
advantages of flash-based storage solutions to a 
much broader range of enterprise storage and 
server applications. 

• Increases in the demand for real-time data are 
all around us. Web-facing mobile applications 
and the move to new application models (such 
as cloud computing) are in part responsible for 
propelling annual enterprise storage growth 
rates to greater than 60%. Satisfying this growth 
with HDDs is not an acceptable option. 

The advantages offered by the Guardian Technology 
Platform support the thought that we are at an 
inflection point and that the next several years will 
see tremendous growth in the use of SSDs in 
mainstream enterprise applications. 

It is clear that the use of SSDs in the enterprise 
market has come a long way since they were 
introduced as HDD replacements in 2008. Over the 
last three years, significant improvements in 
performance and reliability have been the cause for 
wider enterprise adoption, but the high price of 
SLC-based SSDs and the low endurance of MLC-
based SSDs have prevented their broad adoption.  

Recent advancements in SSD controller technology 
and an understanding of the true capabilities of 
standard MLC flash have enabled SMART to 
leverage this most cost-effective type of storage 
media for use in its Optimus product line of 
enterprise grade SSDs.  

SMART’s Optimus™ and CloudSpeed SSD product 
line, based on the Guardian Technology Platform, 
lower the cost of enterprise-grade solid-state 

storage without compromising on requirements 
such as predictable performance, reliability, and 
endurance. SMART's extensive experience in flash 
characterization, firmware development, 
manufacturing, and enterprise-level customer 
support ensure that Optimus SSDs will be an ideal 
fit for and will easily integrate into a wide variety of 
demanding and mission-critical enterprise storage 
applications.  
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Figure 6: SSD Sales at the Inflection 
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